











Table 8.1(Cont.)

Benchmark | Single/ | Tech | Vvdd Freq Xstr Xsts Total Area Pavg | Worst-Case
Dual V) (MHz) Encry Decryption Xstr pm? W) El

[355] Single | 0.18um | 1.8 10 701 gates| 725 gates | 1426 gates| n/a 51 n/a

[356] Single | 0.18um | 1.8 50 8115 8063 16178 n/a 693.5 4.88%
(CSSAL)

[356] Single | 0.18um | 1.8 50 6095 5973 12068 n/a 1517 29%

(SyAL)
[32] Single | 0.18um | 1.8 50 4176 4176 8352 n/a 1376.5 77.76%
(2N2P)

[353] Single | 0.18um | 1.8 50 3166 3270 6436 n/a 11115 76%
(ECRL)

Proposed Dual | 0.18um | 1.8 50 9612 512 10124 3474 246.7 2.33%
[345] Single | 0.13uym | 1.2 132 3.1kgates| 3.0kgates | 6.1lkgates n/a 37 n/a
(area)

[345] Single | 0.13uym | 1.2 150 3.2kgates| 3.3kgates | 6.5kgates n/a 30 n/a

(power)
[345] Single | 0.13um | 1.2 290 3.9kgates| 4.lkgates | 5.0kgates n/a 62 n/a
(speed)

[345 Single | 0.13um | 1.5 10 712 gates| 725 gates | 1437 gates| n/a 29 n/a
Proposed Dual 0.13um 1.2 13.56 9612 512 10124 1512.3 11.9 2.48%
Proposed Dual 0.13um 1.2 1 9612 512 10124 1512.3 2.4 0.995%

[347 Single | 90nm 1.8 2400 n/a n/a n/a 5699 5847 n/a
Proposed Dual 90nm 1.8 50 9612 512 10124 733.2 200.8 2.85%
Proposed Dual 90nm 1.8 13.56 9612 512 10124 7332 | 35.82 2.54%
Proposed Dual 90nm 1.8 1 9612 512 10124 733.2 4.9 0.63%
Proposed Dual 65nm 0.8 50 9612 512 10124 361.9 57.98 3.42%
Proposed Dual 65nm 0.8 13.56 9612 512 10124 361.9 18.73 4.64%
Proposed Dual 65nm 0.8 1 9612 512 10124 361.9 2.633 1.21%
Proposed Dual 45nm 1.0 50 9612 512 10124 145.78 | 20.53 4.38%
Proposed Dual 45nm 1.0 13.56 9612 512 10124 145.78 | 4.926 6.8%
Proposed Dual 45nm 1.0 1 9612 512 10124 145.78 | 1.752 4.27%
Proposed Dual 32nm 0.9 50 9612 512 10124 77.75 18.02 4.78%
Proposed Dual 32nm 0.9 13.56 9612 512 10124 77.75 4.499 3.74%
Proposed Dual 32nm 0.9 1 9612 512 10124 77.75 1.033 2.28%
Proposed Dual 22nm 0.8 50 9612 512 10124 44.54 10.28 19%
Proposed Dual 22nm 0.8 13.56 9612 512 10124 44.54 341 18%
Proposed Dual 22nm 0.8 1 9612 512 10124 44.54 1.425 12%
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CHAPTER 9

CONCLUSIONS AND FUTURE WORK

Quantum mechanics principles govern the physical limitations of computing circuits and
systems. Reversible logic is a computing design methodology which uses the bijective nature of
quantum reversibility to reduce power consumption in circuits as best as possible. Adiabatic
computing is a paradigm which aims to reduce switching energy through the use of a ramp
function instead of the faster switching achieved in step functions.

9.1 Conclusions

In Chapter 3, we address two major debates in reversible logic. First, we present an
adiabatic source-memory device in CMOS which operates at sub-Landauer operation where the
energies of the <“0°” and ““1°’ states are identical, thus allowing for a symmetric binary memory.
Simulation results show the circuit operates with a supply voltage that is 20 times higher and a
switching frequency 2.6 times faster than a previously presented RC circuit. This circuit is
presented as a case study that switching circuits are not required to consider charge as a state,
since the copy operation of the memory device allows for energy recycling. Measurement of the
CMOS value does not necessarily result in energy dissipation. Therefore, adiabatic switching
mitigates demons in charge based computing by properly modifying the probability state in a
local reversible CMOS based structure.

In Chapter 4, we demonstrated that there is a bijection between the feedback-dependent
inputs and feedback-producing outputs in a sequential reversible logic device. Then, using

entropy equations and principles presented in and the quantum computing principles,
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we were able to calculate the total number of possible input states and output states for the initial
clock cycle, as well as each subsequent clock cycle. As a result, the device was shown to be
bijective at each clock cycle. Then, it was demonstrated that the past and future states of each
clock cycle of a sequential reversible logic structure may be uniquely determined. Using
Boltzmann's equation, we concluded that a sequential reversible logic structure is physically
reversible for every clock cycle. Therefore, we support the view that feedback is permitted in the
design reversible logic based sequential computing structures. Using a VHDL Library for the
simulation of reversible logic structures with Integrated Qubit gates, we successfully simulated a
reversible logic structure with both forwards and backwards implementation, showing that
bijectivity is achieved.

In Chapter 5, we present simulation results which show that our VHDL quantum
behavioral model based on Integrated Qubit gates is a more robust and efficient method for the
design, simulation, and verification of reversible logic structures than previously existing
models. It was also shown the use of VHDL in this method allows for the use of a natively robust
programming language that allows for concurrency from the built in capabilities of this language.
This method offers a new means of design and verification of reversible structures. The ability
for reuse of structures allows for ease of design for larger complex structures, while offering
assistance in the verification and test phases by asserting the designer of invalid or poor design
practices. Additionally, rather than the design of these structures purely at the quantum
representation this method provides new means for designing at higher levels of abstractions, in
that, the designer can now use higher level block diagrams.

Next, we presented a method of optimizing synthesized reversible logic structures based

upon converting a previously synthesized circuit into the Integrated Qubit library, and then
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allowing the user to designate the desired logical outputs. Our presented method of replacing
gates with their 1Q implementation allowed for reduction in delay by replacing two adjacent
gates with a smaller implementation that achieves that same logical calculation. This allows us to
merge quantum bits in order to reduce cost and delete bits that only contribute to the calculation
of garbage outputs. The synthesized circuits are still logically reversible in nature, but are
reduced in terms of quantum cost. By implementing parallelism in our design, we successfully
implemented this algorithm O(N) time. We demonstrated that the quantum cost of the circuits
may be significantly reduced.

In Chapter 6, we presented a novel algorithm for synthesis of adiabatic logic structures in
CMOS. The resulting circuits are synthesized and simulated using HSPICE. The synthesis results
show that, on average, the proposed algorithm represents an improvement of 36% over the best
known reversible designs with the optimized dual-rail cells. Synthesis of a dual-rail adiabatic S-
box for the Rijndael cipher show improvement in differential power over single-rail and
conventional implementations. These results suggest that dual-rail adiabatic logic is a promising
design methodology for circuits where security is this most important design metric, and
frequencies are slower, such as the 1ISO 14443 Smart Card standard.

In Chapter 7, we use forward body biasing to improve the operation of adiabatic CMOS
logic structures, as well as peak, average and differential power at a supply voltage of 0.5V and
1MHz. Simulations in HSPICE using 22nm predictive technology shows that an adiabatic body-
biased ECRL inverter may earn up to a 96% improvement over a conventional inverter at 0.5V.
The body-biased inverter improves upon the differential power of a conventional inverter at the
nominal supply voltage by a factor of 16000. This body biasing method was applied to adiabatic

Toffoli and Fredkin gates. The designs improved over their non-body biased implementation in
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all power metrics, as well as improved output signals. The designs improved the differential
power over conventional NAND and MUX gates by factors of 128.43 and 74.27, respectively.
These results suggest forward body-biased adiabatic logic is a promising design method for
ultra-low power application. We propose an Adiabatic Dynamic Differential Logic design
methodology for mitigation of DPA attacks on secure integrated chips. To consider the tradeoff
in performance and power consumption, we designed and simulated two universal cells. The first
design is a High Performance Adiabatic Dynamic Differential Logic (PADDL), which is
optimized for very high operating frequencies. This design improves upon previously presented
benchmarks [105] by 76.41% for average power due to a reduced reliance of evaluation and
discharge networks. The PADDL cell also improved upon the differential power of a
conventional NAND gate by a factor of 112. The second design, Body-Biased Adiabatic
Dynamic Differential Logic (BADDL), uses forward body biasing to improve the switching time
and differential power of ultra-low power. As a proof of concept, body biasing on adiabatic
inverters was shown to improve upon the differential power of a conventional inverter by a
factor of 16000. This method was implemented in BADDL, and simulation results show that the
differential power was improved upon by a factor of 199.16.

Finally, in Chapter 8, we propose an Adiabatic Dynamic Differential Logic design
methodology for mitigation of DPA attacks on secure integrated chips. We present a dual-rail
adiabatic S-box for implementation in the Rijndael cipher for the AES algorithm for low power
and low frequency applications, such as Smart Cards at 13.56 MHz. We synthesized and
simulated our proposed circuit in numerous implementation technologies in order to provide a
fair and accurate comparison between previously synthesized benchmarks. Our circuit improves

the upon energy imbalance over previous work by an average of 65 percent, which makes our
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circuit an effective mitigant of DPA attacks. The most significant tradeoff is operating
frequency. The initial tradeoff in area is offset by using the reversible property of the dual-rail
adiabatic circuit to allow for design reuse for both encryption and decryption, which is not
physically possible in all the previous benchmarks.
9.2 Future Work

My objective for future work is to design a framework for secure reliable cost-effective
patient identification in hospital settings using Adiabatic Near Field Communicator circuits. my
low power, secure adiabatic chips to make a new type of hospital patient bracelet. My design
methodology, which | present in my dissertation, reduces peak and average power consumption.
Not only is this beneficial for operation of small chips - like those used in implantable medical
devices - but regulating the power spikes makes it more difficult to steal the information. The
current bracelets use barcodes, which create two problems. First, they do not store any
information. The scanner has to send the bar code to a database, which gets the user information,
and then has to be sent to scanner to be read. Both of those transmissions are long range, which
create problems for security. Second, the bar code scanners do not work in the dark, so the nurses
have to turn on the light every time they wish to update the user information. So, | am proposing
using a Near Field Communicator designed with my secure low-power design - such as a Smart
Card - that can store the information locally and securely. Then, you don't need the database or
the long range transmissions. Also, since the circuits will work at any time, you would not have
to wake up the patient every time. One aspect of my proposed project is using the security to
store the patient information locally, maintain the 5 rights of medication, and stay within HIPAA

laws.
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There are many avenues for pursuing research in order to obtain this objective. First, |
will pursue research in dual-rail adiabatic memory devices, such as SRAM, DRAM, cache
memory hierarchy, NAND/NOR memory, and non-volatile memory. Previous research in
adiabatic SRAM shows that using ramp functions with conventional 6T SRAM cells
significantly improves the read and write noise margins [184]. Since there has been debate
concerning sequential reversible logic, investigation of reversible and adiabatic memory is not
very mature. Therefore, | intend to research how implementing memory using dual-rail logic
affects implementation size, speed, and noise margins.

Next, using the memory structures and designing an dual-rail adiabatic ALU based on the
design presented in my Master’s Thesis [358], | will design a reversible MIPS datapath. |
compare the power consumption and area to the previously existing “adiabatic” architectures,
such as Pendulum [132] and Bob [137]. It will be novel in that I will implement Dynamic
Information Flow Tracking similarly to Raksha [129] in order to provide multiple levels of
security, both at the transistor and architectural level. I will build upon the presented S-box to
design a complete dual-rail Rijndael cipher. Using the synthesis algorithm and hardware reuse,
we will propose a design that will be efficient and show significant improvement in differential
power consumption compared to previous hardware implementation, and the hardware reuse will
incur less software overhead than previous methods.

Hardware security in medical devices has four primary design paradigms: average and
differential power consumption, implementation size, protocol design, and location-based
security [318]. Location-based security mitigates attacks which aim to track the user. In a
medical bracelet, tracking of patients must be limited to the hospital employees who are

attending the patient. Once we build the dual-rail adiabatic architecture with the Rijndael cipher,
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we will be able to implement the LoPSiL, a location-based policy-specification language [327]
which was the first programming language to specify location-dependent security policies for
mobile devices. Since mobile devices use the ISO 7816 Smart Card standard, implementing
LoPSiL using a dual-rail adiabatic architecture is a promising design goal for achieving a secure

reliable cost-effective patient identification device.
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